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5103-F-2	Cell Phone Search and Seizure Considerations
This checklist is intended to help school officials understand when searching a student’s cell phone is permissible.
A student has a reasonable expectation of privacy in a cell phone, including the information stored on it (e.g., messages, images, videos, phone numbers, and social media apps). Accordingly, before searching a student’s cell phone, a school official must have at least one of the following: (1) the student’s consent (or consent from student’s Parent or the phone’s owner) or (2) reasonable suspicion that the search will produce evidence of wrongdoing (i.e., a school rule violation or illegal activity). 
☐	Has the school official obtained voluntary consent to search the cell phone? 
· Asking for the student’s voluntary consent must be a question rather than a directive. Voluntary consent, however, does not require a school official to inform the student of a right to refuse.
· Consider that the cell phone may be password-protected and that asking may be the quickest way to unlock the cell phone.
· If the student does not consent, the school official may obtain consent from the student’s Parent or may still be able to search it based on reasonable suspicion.
☐	Does the school official have “reasonable suspicion” to conduct the search? 
For reasonable suspicion, the search must be both: (1) justified at its inception and (2) reasonable in scope. Whether both of those elements are present depends on the individual facts, circumstances, and context surrounding the search. 
· Justified at Inception. A school official must have a specific reason at the beginning of the search to believe the student is engaging or has engaged in wrongdoing and that wrongdoing will be discovered by the search. 
One of the following may satisfy this element:
· Does the school have a policy or rule that prohibits cell phones in school or during class time? 
· Does the school official have actual knowledge (i.e., by seeing or hearing) that the student engaged in wrongdoing?
· Did the school official receive a tip from a reliable or trustworthy third party that the student’s cell phone contains evidence of wrongdoing (i.e., threats, cyberbullying, plans of violence, or inappropriate images or recordings)? If the tip was anonymous, was the tip corroborated?
· Reasonable in Scope. A school official’s search must be limited to discovering the specifically suspected wrongdoing. A school official cannot use the cell phone as a tool to fish for other unanticipated wrongdoings. 
· Is the suspected content on the cell phone directly related to the alleged violation?
· If the alleged violation is having the cell phone out during class, searching through the contents of the cell phone would not be reasonable in scope. Though, confiscating the cell phone for the class period may be appropriate.
· If a school official has reasonable suspicion that a student’s cell phone contains sexually explicit images/videos of students, the school official should not search the phone but should, instead, inform the student’s Parent and refer the matter to law enforcement.
· If a school official, after searching a cell phone, incidentally discovers sexually explicit images/videos of students, the school official must not engage in or allow further distribution of the images/videos. Sexually explicit images/videos of minor students may be “child sexually abusive material” or “child pornography” under state or federal law. The school official must not copy, transfer, download, share, send, duplicate, print, or otherwise disseminate the images/videos. Rather, the school official should confiscate the cell phone, inform the student’s Parent, and refer the matter to law enforcement.
Michigan’s Internet Privacy Protection Act prohibits schools from asking students for or requiring disclosure of information to access a “personal internet account” (e.g., password-protected social media accounts). 
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